Nicolas Chabrilliat
CYBER SECURITY ANALYST | PENETRATION TESTING EXPERT

Profile

With a robust background spanning 14 years in cybersecurity analysis and
penetration testing, my passion lies in safeguarding digital assets and
infrastructure against evolving cyber threats.

Employment History
Cyber Security Analyst, Neoslab Limited — London (UK)

As a cybersecurity analyst and penetration tester, | spearheaded initiatives to
fortify our company's digital infrastructure against potential threats. My role
encompassed conducting thorough assessments of our systems, networks,
and applications, pinpointing vulnerabilities, and evaluating their potential
impact on organizational security. Employing cutting-edge penetration testing
techniques, | proactively simulated cyberattacks to gauge the resilience of our
defense mechanisms and preemptively address any vulnerabilities.

In addition to proactive measures, | maintained vigilant surveillance over our
systems, promptly identifying and mitigating suspicious activities and security
incidents. Collaborating closely with IT teams, | facilitated the implementation
of robust security measures, including intrusion detection systems and
encryption protocols, bolstering our defense posture against evolving threats.

Moreover, | remained at the forefront of cybersecurity trends, continually
refining our security strategies and protocols to anticipate and counter
emerging risks. Through my proactive stance and meticulous attention to
detail, | played a pivotal role in upholding the confidentiality, integrity, and
availability of our company's invaluable information and assets.

Senior Web Developer, Devoteam — Jeddah (SA)

During my tenure as a senior web developer, | served as the driving force
behind the development of our company's online presence, playing a pivotal
role in crafting impactful digital solutions. Leading a dynamic team, |
spearheaded the design and execution of sophisticated web solutions tailored
to meet both business objectives and user demands.

In close collaboration with cross-functional teams, | provided invaluable
technical insights and direction throughout the development lifecycle. Drawing
upon my extensive expertise, | architected scalable and efficient web
applications, leveraging the latest technologies and adhering to industry best
practices to ensure optimal performance and user experience.

Furthermore, | took on the responsibility of nurturing emerging talent within
the team, offering mentorship to junior developers and fostering a culture of
continuous learning and innovation. Through these efforts, | made significant
contributions to amplifying our company's digital footprint, elevating user
engagement, and strategically advancing our online initiatives.
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System Administrator, ABC Paris IDF — Paris (FR)

In my role as a system administrator, | assumed responsibility for the
management and upkeep of our company's technological backbone. My
duties encompassed orchestrating the installation, configuration, and upkeep
of our networks to uphold seamless operations.

With a steadfast focus on security, | implemented robust measures to fortify
our systems against cyber threats and potential data breaches. Moreover, |
offered unwavering technical support to our workforce, swiftly addressing
issues to mitigate downtime and bolster productivity.

Through steadfast dedication and meticulous attention to detail, | consistently
upheld the stability and dependability of our IT infrastructure. This unwavering
commitment was instrumental in safeguarding the seamless and efficient
functioning of our organization on a day-to-day basis.

By diligently maintaining the stability and dependability of our IT
infrastructure, | played a pivotal role in ensuring the smooth and efficient
functioning of our organization.

Web Developer, Antik Dimensi — Semarang (ID)

In my capacity as the web developer tasked with spearheading the
development of our company's website, | held a pivotal role in crafting an
online platform that served as a true reflection of our organization's essence
and objectives.

Central to my responsibilities was the translation of design concepts into
tangible, functional, and visually captivating web pages. With a keen eye for
detail and a commitment to excellence, | meticulously ensured that each
element of the website contributed to a seamless and intuitive user
experience, irrespective of the device or browser being used.

By leveraging the latest technologies and adhering to industry best practices,
| was able to deliver a website that not only met but exceeded expectations,
thereby playing an instrumental role in elevating our company's online
presence. Beyond mere aesthetics, my efforts were aimed at fostering
meaningful engagement with our audience, facilitating deeper connections,
and ultimately driving tangible business growth in the digital sphere.

In summary, my tenure as the web developer for our company was
characterized by a steadfast dedication to excellence, innovation, and user-
centric design principles. Through my contributions, | helped position our

organization as a leader in the online space, paving the way for continued
success and relevance in an increasingly digital world.

Education

Master’s degree, Université Paris-Saclay — Paris (FR)

Master’s degree, Web Software Engineering

Bacherlor’s, Lycée Marceau — Chartres (FR)

Bacherlor’s degree, Science




Certification

+  Certified Ethical Hacker (CEH)

»  Offensive Security Certified Professional (OSCP)

»  Certified Penetration Tester (CPT)

*  GIAC Penetration Tester (GEPN)

»  Certified Information System Security Professional (CISSP)
»  Certified Red Team Operation Professional (CRTOP)

Personal Project
SnoopGod Linux

Unsatisfied with the existing operating systems available for cybersecurity,
penetration testing, and ethical hacking purposes, | embarked on a personal
project to develop a comprehensive solution tailored to the needs of
cybersecurity professionals. The result of this endeavor is "SnoopGod Linux,"
a complete operating system based on Ubuntu and utilizing the KDE desktop
environment.

SnoopGod Linux is meticulously crafted to serve as a specialized platform for
cybersecurity, ethical hacking, and digital forensics. Its name, "SnoopGod," is
a deliberate merger of "snooping" and "god," symbolizing its prowess in
empowering users to navigate the intricate realms of cybersecurity with divine
precision and insight.

This groundbreaking project boasts a rich arsenal of over 800 tools and
libraries meticulously curated to empower users in their security assessments
and defensive strategies. It represents not only my technical expertise but
also my unwavering commitment to innovation and excellence in the
cybersecurity field.

SnoopGod Linux embodies my passion for pushing the boundaries of
cybersecurity technology and providing practitioners with the tools they need
to excel in their roles. It is available for download and exploration at
snoopgod.com, reflecting my dedication to open-source collaboration and
continuous improvement in the cybersecurity domain.




