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SUMMARY

e Profile: Male , 40 , Married

» Nationality: Iranian

e Current Location: Iran, Yazd

e Current Position: Network Security Expert
e Company: Amn Gostaran Farzan

e Military Service: Exempt

e Salary expectation: Negotiable

WORK EXPERIENCE

_ Sharif University Of @IT Administrator (=)Jul 2007 - Jul 2008
+:| Technology AICTC Center
@ Iran, Tehran

My internship as an IT Administrator at AICTC was the starting point of my career in
computer networking. | had started the MCSE 2003 training course just a few months
before the internship and as | was very interested in this field, | enthusiastically completed
the course as a Top Student.

+ewns -~ Pakshoo Industrial Group @ Senior Network Engineer [£)Jul 2008 - Jul 2014
“= Qlran, Tehran

Initially, | started my career as a Helpdesk in this company, but due to my eagerness to
learn, | was soon selected by the company's senior management as the leader of a three-
person team, even though | was younger than the rest of the team. After that, |
implemented virtualization technology for the first time in this company using HPE and
VMware vSphere 4.0 servers. Communications between branches on radio platforms,
Internet service and dedicated bandwidth, as well as maintaining and updating Microsoft
services including Active Directory & Exchange Server and optimizing the routing and
switching infrastructure with Cisco equipment and Backup & Recovery Solution were
some of my experiences in this company that | did as R&D.

((':HI; PouraTeb B Network Administrator =)Jul 2014 - Apr 2015
Q Iran, Tehran

Although | started working at Pourateb as a Network Administrator, my focus was on



Microsoft Active Directory, Microsoft Exchange Server, Symantec Backup Exec, VMware
vSphere and vCenter Configuration and maintaining these services on HPE servers and
SAN Storage.

— PiraSys (Travand Raya @ Technical Sales Engineer [E]Apr 2015 - Dec 2017
= [res Sepehr)
Q Iran, Tehran

PiraSYS is a service company in the field of infrastructure and network services. Small
and medium-sized companies in various fields focus on their field of work by outsourcing
computer network services to PiraSYS.

Considering the experiences, background and knowledge | had in computer networks, |
worked as a sales engineer in charge of the department to provide appropriate solutions
in the field of computer networks to customers, and my activities led to the signing of new
contracts and attracting customers for PiraSYS. Among my successful contracts was
cooperation with the laboratory technologies company at medirence.com, which led to the
growth of PiraSYS in its field of activity.

Also, due to the company's need for specialized personnel to implement various projects,
| was also active in the technical department to keep my technical knowledge up to date.

E | worked as a freelancer. #Freelance (Network F1Dec 2017 - Oct 2023
QIran, Yazd Administrator)

| worked as a freelance computer network specialist for about six years with various
medium-sized private companies. My services to these companies included
design/redesign, implementation, support, security, maintenance, and updates.

Firewall installation and Implementation, communication between branches, installation
and setup of Active Directory, DNS, DHCP, WSUS, WDS, IIS, FTP, Backup, Antivirus,
Virtualizing, Mails Server etc. were some of my services to my clients. Also,
documentation and preparation of proposals.

EEI Amn Gostaran Farzan i Network Security Expert  [E]Oct 2023 - Now
@ Iran, Yazd

For more than ten years, Amn Gostaran Farzan Iranian (IT Security Engineering
Company) has been operating as one of the most reputable companies active in the field
of computer network security in Iran, with its main customers being government
organizations and large companies across the country.

Summary of my duties as a network security expert

1- Harden equipment, servers, services, infrastructure and communications, Endpoints
and workstations, operating systems, virtual machines, etc.

2- Extracting information and documenting the current status of computer networks.



3- Vulnerability analysis and preparing reports.

4- Preparing a security plan.

5- Implementing a security plan.

6- Support, maintenance and update.

| also have knowledge and experience in setting up and supporting the following:

Microsoft Windows Server & Services (Active Directory, DNS, DHCP, FTP, IIS, WSUS,
WDS, Backup and etc.)

Cisco Devices & Solutions (Switches, Routers and ISE)

Firewalls (FortiGate Series, Sophos, Cyberoam, Kerio Control, pfSense etc.)
Servers and Storages (HPE, Dell, Supermicro, EMC, Synology etc.)
VMware vSphere and vCenter

Backup Solutions (Veeam Backup & Replication, Symantec Backup exec)

ManageEngine Tools and Solutions (Endpoint Central, ADManager, ADAudit,
ServiceDesk etc.)

Antivirus, IPS, IDS, DLP solutions etc.
Other Network Devices (AP, SAN, NAS, DAS, SAN Switches etc.)

MikroTik RouterOS and RouterBoard.

EDUCATION

% 2003 - 2008 -Computer & Information Sciences -

) Bachelor(BSc/BA) Iran, Yazd
SKILLS
Cisco ISE Intermediate
Fortigate Advanced
ManageEngine Products Intermediate
Documentation Advanced
Teamwork Advanced
Firewalls Advanced
DHCP, DNS, NTP. FTP, IS, Advanced

WSUS, WDS etc.



Group Policy Manangement
Valnaribility assessment

Patch Management Systems
Mail Server

Secure Tunnel between locations

Microsoft Servers and Services
troubleshooting and supporting

Harden Services, Servers, Virtual
Machines, Devices and
Communications

Routing and Switching

Network service troubleshooting

LANGUAGES

e English
e German
e Persian (Farsi)

CERTIFICATES

2010

Advanced
Advanced
Advanced
Advanced
Advanced

Advanced

Advanced

Advanced

Advanced

Intermediate
Pre intermediate
Native

NooraNet - Institute of technology in Tehran

VMware vSphere 4.0

Tehran Institute of Technology

Tehran Institute of Technology

Tehran Institute of Technology

MS SOL Server Administratoin (Maintenance &
Implementing with SQL Server 2005)

Microsoft Certified IT Professional (MCITP)
Enterprise Messaging Administrator on

2010
Cisco CCNP
2008
Linux
2008
2012 Microsoft
Exchange 2007
2009 NIS Academy

ISO 27001:2005 Internal Auditor Training

ABOUT ME



| have had the pleasure of working with teams of the best network infrastructure and security
experts in various companies for the past 17 years. Working with a variety of network services,
equipment and brands has given me a deep understanding of the world of computer networking
and has allowed me to play a significant role in driving business goals.



